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Encl: (1] Zmergency PLizn

L. Zurpgoss.  To publish szourity procedures for one =aiscuarding
of claszifiied material for JAEDCOM 11 activities,

2. Zanca laricn., REDCCMREEZLI1IINST 5510.8A. Tnis instruction
oonscloubes a complete revision and showld ke read in LT3
enCiceky.

3. Bazkgwouns, Basice to effactive security practices L3 Lhe
fvli yunderszénding thac the dissesminaticn of cificisl information
regquires scrick conbrol bo prevent sensitive classified
informztion ircm keing used to the detriment of the Umized
Statesz. To this end, rciazsified naterial control proceliires,
cilearance and agoess oriteria mist fe adhered ta ov 5-1 memnbers
of REDCOM 11. HReferences (a) and &) are chs baziz quidance
relating o the Sacurity Informabion Progran.

dq. - =11 | ] =

z. All cormandine officers are responsibls for effperive
comand maragzmant of bre information and persconnel security
Frocram Lo inciude:

(1] Zegignating 4 SecUrity Tanaser.

(2] Zesignating a Top fecret Control CEficer _f Lhe
cotingnd hardlas Top Sacret infoermation,

{2} Zesignating an Information Systems Sscuxzity CEFiger.

(4} Degsignating & securicy cfficer. [(One individual may
be both secuziby officer and secuxity manager] .

(T} Preparing written command secvrity proccedures,

{6} Breparing an emergency wFlan for the protscticn of
cigps:fied parerial |
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. In additien, each cotimand may assign assislant security
TANACRYS, sefUrity assistants and security clersks to zssune
scecific phases of the Information Security Program. Thass
persocunel srzil be designated by lstter.

<. Conmands chat handle Sergitive Comparttentss Information
{5CI) haws & special seecurity officer dezigrated hy Jommander,
Haval Security Group Commané. The 2CI crogram is seva-s=te frem
the Informaticn Security Program and the Command Security Manager
does not carry respanasinility for ir. Cosperaticn =nd
coorditatiss Detween the two, especially wich regaxd oo
investigations and clesrances is essential.

d. Duties and responsibilities for the above persananel are
contzined in refersnce (3},

5. Seauewivy Bdycstion. Commanding officers, bhirough their
seCurity managers, are responsible for providing securiby
edugaticn it tfhedr commands. Supervisors are responsible for
identifying the security requi-ements for their work cemcers and
feslng that gersornel under their supervisier are Zzmiliar with
the securliby reguirements for their parsicalar assignmes=re.
dn-the-job Craining is an essential parc of command security
education and supervisors should ens=uvre that such crzining is
properly provided and zecejved. Minimum regquirements fos
Fecurity education include indocerinaticon, orientation, on-tha-
Job-trairning, refresher kriefings, counterespionage briefings,
specia. briefings, and debriefings. Guidelines for developing a
comrans sesurizy education program are contained in referencs
t2) . Ths senior watch officer at each command, In conjunction
wizh the security manager., will ensvure that information an
Phvsica® security training is ingorporated into the zua’ificatisn
standard and zraining program for ail warchstander=. The
secuUrity manager must De a gradiate of che security managex
courge of Znefructbison or masc complete che securily manacer
correspondencs course within six wmenths of degiznaticn,

. Eesrgonnel Security Olegrances. Persomel security clearances
shal: tg processed and recorded per reference (b).  &ll

active duty and Selected Reserve personnel will have, at a
mivimum, & walid ENTHAC or EAD investigation. rFerschnel
requiring contimued access to Top Secret information nust undergo
a pericdic reinvestigaticn every five years.

T, SDlasgsifies Tnformation Hon-Lisriocoyurs Dgropmont DDA and
curiby Terminafinm Statements

a. rFer rzfersnce (a) and Executive Order 12336, all
DCeparcment <Z the Navy (DOK] personnel holding secuerity
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clearances are required ko have a cigned SF 14%, SF 18%-A, or the
new SF 212 MNon-Disclosure Aogreement {NDA) on file with che Haval
Investigative Service Commanid (Code 29) and a cory in their
service record.

., Hefusal o executa o SF 312 ar abasenre of a SF 189 or
SF 180-RA executed by DOW personnel will be grounds for denial of
access ko clasgsiiied information.

c. The debriefing acknowledgment porticn of SF 312 will not
be wied in the DON. Use the Security Terminaticn Sktatemeni
(OPNRV B511/1<) instead.

d. Debriefings will be conducted under the conditions set
forth in refersnce {a). Personnel being debriefed will execute s
Securicy Terminabimh Statemant {(OFNAV S55117314)
a5, i v L 3 1 L4
Commands will =3tablisn routing, control and destructicn
procedures Zor clasaified material using methods described in
referenca (al.

2. HSforsge snd Securikby

4. Minimm showage redqmuirgments et forth in referance [(a)
shall ke sec by all commands.

b, Care of classified material during working hours:
(1] When claszified cdeoruments are memdved Irom storage
for working purposes, they are to be Kept face down or covered

when not actually in naa.

(2] Visitors will be controlled to preclude acoceas to
clas=ified material.

[3) Classifiad marerial will neot ke discussed owver non-
gsecura Ltelsphonss.

{2] Claszifiad makerial wWwill not ke Frelefaxed.

{&) preliminary drafts, carbon sheets, ecec., will be
destreyed az dirscted by refarence {a) or will be given che
appropriate classification and safegquarded in the same manner as
the classified matter resulting from them.

(6} Classified infermatrion will not be entered into data
processing equipment unleszs the equipment ia properliy protected
and certified for colassified use.
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{7) Registered mail will ke treated as sacret raterial
unkil the security classificarieon is debermined.

. Care of elasgifiad material after working nours.

(1} All classified macerial will be stowed Fer reference
&l . Under no circumstances will classified material ke stored
with money, pavchecks, or nighly pilferakle irems.

(2} In securing safes centaining classified material,
combinaticn lock dials shall be Furped at least four complete

times in each directieg and ail drawers cr doors shall he rested
in the locked cositieon.

(3] A Becurity Container Check Sheet {(gF 7021 shall ke
attached ks =zach cla

{7) Registered mail will be treated as secrer material
until the security eclassificatics is determinesd.

0. Care qf clasgifisd material after working heours:

(1} &ll clagsified material will be stowed per refersnce
(3gified security container and initialed upon ogpening and
closing the container,

(4} Prior te securing, custodians will ensure trar no
classified macerizl is adrift and safes are sccured.

4. In the event of a fire or other emergency, classified

makerial will be stowed in the sawme manner as at the engd of rhe
day.

&. Jpen gafe. Any member finding a classified material
coftainer open in the ahsence of aasigned persennel shatl
immediately poss a gquard and natify the duty watchstander and
person(s) responsible for the contents of the eontainer. The
individual responsible for the contents of the cocntainer shall
cordust an inventory to determine if the material hzs heen
compromised. If the possibility of a4 compromise exists, it shall
be reported uzing the procedurss outlined in reference fal.

f. Eecording and changing of safe combinaticns.

{11! All zafes containing classified material shall have
their rompinations recerded on a Security Contalner Informacion

Card [SF 700} and ctored in the commanding officer's or security
mAanager's safe.

{2! Combinzzicns will be changed when reguired under the
conditions listed in refevence (&) .
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g. 211 security centainers will have the folleowing:
(1) Securicy Contasiner Check Sheet (EF TO0Z) .

(2} A cowplered Security Centainer Informaticn Card
{3F 700) Part I, attached o the inside of sach zafe.

14. Eeproduction or Remowal of (Massified Matexigl. Classifisd
material shall sot be reproduced or removed from the phvsical
confines of any activity without the khowledge and approwval of
Ehe security manager. HReprographic equipment must olearly
indicate the nighesc clagsification of material wiich may be
copied. Personal copiers may not be brought aboasrd REDCOM 11
activities. Paraonal cameras may not be introduced Znto any
spate where classified material is handled or stored.

11, Foms. &ll f£orms liseed in this ingtrucrion may be obtained
through the supply system.

12. OCPESEC

a. The primary goal when plasning, preparing for, =nd
execiting military cperations and other activities i=s to
accomplish the assigned mission, When missien acromplishment and
effectivensss are relative to what others can and cannot do,
advantages rcan be gained and narm avolded by essential secrecy
sbout intentions, capabilities, and current activities.

L. OQPZEC iz the process of planning and achtion associatad
with cperations and other activities te protect essential .
gacracy. The sim of OPSEC is to neutralize the threabk of foreigm
information sathering and synthesis rcapabilities that suppeocb
hosrile planning and decision making.

o. To ensure chat Reservists are providsd hacic QOPSEC
concepts, OPSEC orientation will be included during initial

traizing and annuaily.
qm.#,@-ﬁ:r

J. N. H. COETAS

Disk=ikmitiomn: {IREDCOMERS11 INST 5216, 1F)
List A
B-2 {w/o encl}
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NAVAL RESERVE REAINNESS COMMAND REGION ELEVEN
EMERGENCY PLAN

1. Fuxrpoge. Thé purpose of the smeargency action plan 18 to
protect and minimize the rigk of compromige of the command's
classgified holdings during crisls or emergensy situations.

2. Emergency Rotion
2., Types of Threats

f1) Matursl Disgater. In the event of a natural disaster
threatening the integrity of the bmilding, responsible personnsl
will ensure zll classified material is gecured in proper
containers.

(2) Ciwil THatnrhanses. In the savent of a civil
disturbance of such magnitude agp Lo risk compromise of slasaified
matarial, regponsgible pergonnel shall enaure all clazaified
material ie secured in proper containers. Bmergency destruction
will ba implemented only when desmead neceagary by competent
authority.

b. Emsrgency Deatrypcricn. Emergency destruction procedures
will be implemented only at the direction of the Sacurity
Managmr, Chief of Staff or Deputy, Bmadinesas Commander, as
slroumstances dictate,

3. STN=-TIT _Planning Procedpres, For mattera of STU-IIT keying
material, this command iz a subcustodian of ¥aval Alr Station,
Joint Reserve Base, Fort Worth., Guidance concerning emergency
digpogition or destruction of BTU-TIII materials zhall be obtained
from the primary custodian.
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